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This paper contains some UK specific references - if you are based outside the UK then your local regulations, although likely 
similar, will vary.

- GDPR covers the EU and UK. Each individual EU country has it’s own legislation interpreting the GDPR and this may vary from 
the UK law. Please be aware of local variations. Outside of the EU there may be similar legislation and many of the principles 

discussed will apply for good practice. However, you should validate your working practices with your country’s specific regula-
tions.

- PCI is a global standard but you should also work with your merchant provider to ensure you have good working practices 
and you are not exposed to fraud.
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We’re making some changes 
to the way you access 
your Guestline products. 
Taking into account the 
latest security advice and 
leveraging best-in-class 
identity management 
capabilities, this will mean 
some changes to your 
Guestline experience.  

This paper reiterates and 
updates advice found in our 
Support portal and covered 
in any new customer training 
and set up. It also illustrates 
where some old approaches 
are changing – this is 
important for your security 

policy and you may need to 
update this. 

The Guestline platform 
supports Rezlynx and your 
other Guestline products 
– this will be accessed via 
a Single Sign On process 
(SSO) powered by Auth0. 
This removes the need for 
multiple logins and many 
new developments and 
products will only be available 
through this. As such, single 
sign on access will become 
mandatory for all users during 
2022 with roll out beginning 
January 2022.

Important PCI compliance note:  

For SSO accounts the way we handle and use email addresses bound 
to users is changing with some differences to password management 
and security controls. Security controls such as forced password rotation, 
password complexity and other controls such as IP address restrictions, 
or the security constraint that required installation of the Rezlynx 
Browser in order to login to the Rezlynx PMS are no longer supported 
across Guestline platform for SSO users.  If you are currently reliant on 
using these security controls as part of your PCI audit requirements you 
may wish to discuss with your PCI auditor. 

Please see section 4 for details of the individual changes. 

Summary
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This primer sets out a simple guide 
to point you towards ensuring that 
your property is in good shape, 
security-wise. (It’s not exhaustive, 
but rather an introduction with 
some signposts for more in-depth 
resources.) 

Hotels are a rich source of 
potentially valuable and sensitive 
guest data – from financial data 
(PCI) and personally identifiable 
information (PII). That means your 
PMS and other systems represent 
a target for identity theft, credit 
card fraud and more. Sensible 
controls and security are therefore 
needed and, in some cases, would 
be mandatory. We’ll discuss two 

headline areas:  access security 
and data protection 

We’ll be looking at this from the 
perspective of your PMS and the 
valuable data you collate there. 
That’s not to say they will be 
excusive to your PMS and your 
good practices for other systems 
could also apply more generally. 

Access security & GDPR are inter-
twined – locking down your 
systems will go a long way to 
ensuring that you keep yourself 
protected against any PCI or GDPR 
breaches.  

 

Authentication is the term used 
to describe the process of signing 
into an IT system such as the 
Guestline platform. To gain access 
to use the system you must have 
a valid set of credentials, typically 
in the form of a username and 
password at the least.  

Your IT set up may range from 
the simple to the complex, but at 
its heart it should be restricted to 
trusted individuals. Furthermore, 
access to sensitive data should 
then be restricted to what an 
individual needs in order to do 
their job (the principle of least 
privileges).
Least privilege means that it’s a 

best practice to avoid giving staff 
more permissions than they need 
- potentially costly data processing 
mistakes by employees can often 
be avoided by simply not giving 
them access to system areas they 
don’t really need. 

You may think that this is unlikely 
to happen to your property 
– Advhtech quotes PWC in 
identifying hospitality as the 2nd 
most attacked industry1 - hotel 
staff are cited as a ‘profound 
vulnerability’ through lack of 
awareness of good practice or 
worse. With high staff turnover in 
the sector this means the odds of 
a vulnerability in your property will 

1. Background

2. Access
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increase over time. ‘In Britain the 
industry’s annual job turnover is 
as high as 90%’ (The Economist2). 
This primer sets out a simple guide 
to point you towards ensuring that 
your property is in good shape, 
security-wise. (It’s not exhaustive, 
but rather an introduction with 
some signposts for more in-depth 
resources.) 

Security is an evolving topic – as 
phishing gets more sophisticated 
and as good practice is over-taken 
by new technology and working 
methods. (Witness PCI compliance 
and PSD2 with new practices 
introduced over time.) Increasingly, 
multi-factor authentication and 
one-time credentials will become 
the norm. Keeping up to date is 
lesson #1. 

As so often, the most effective steps to protecting your property can be 
the simplest – let’s go through some access-related good practice: 

Access should be provided on a needs basis. Adhering to the 
principle of least privilege reduces the risk of attackers gaining 
access to critical systems or sensitive data by compromising a 
low-level user account, device, or application and spreading to 
the system at large3. 

As a logical extension always revoke access when it is not 
required and when staff leave. In a volatile sector like hospitality 
with high staff turnover this is imperative. 

• Use role-based access. Where the option exists to assign 
users to roles or groups, this will enable consistency and ease 
of maintenance. Roles will dictate which areas of the system 
any user in that role can access, or perhaps which actions 
they can perform. (For example, by creating a role called 
HouseKeeping and ensuring all individuals in the house-
keeping team have just what they need to fulfill their roles 
we can ensure least privilege and protect more privileged 
operations such as rate overrides, or invoice management to 
other roles who need those capabilities.)

 
Authentication - Never share credentials – to be clear, this 
means  
• Ensuring that all users have individual accounts AND 
• Never providing your password to another staff member 

Security and Guestline

1

2

3



guestline.com

Having a login to your PMS for say, Reception@ or 
Housekeeping@ can make life at the front desk simpler. Leave 
the PMS signed in and everyone can check in a guest. Problem 
– this is already a wide-open door, but what happens when a 
disgruntled receptionist leaves? One with a grudge and who 
knows how to access the PMS, has full rights and can navigate 
to all that sensitive data? Worse still if you’ve broken another 
cardinal rule and there is PCI data also unprotected. 

When multiple people share the same username and password 
you are in a position where your audit trail is missing key data. 
In the event of a security incident you will be unable to see who 
did what and when.  You have lost auditability, something which 
critical to retain when individuals are interacting with PII or PCI 
categories of data. This will be an exacerbating factor when 
GDPR or PCI penalties are being levied. 

Never re-use a password for different systems or web sites, since 
you are likely to use the same email address to identify yourself, 
make sure the password is unique. 

Likewise, logging out of unattended pcs or locking the screen 
in use may incur a modicum of operational friction but ensures 
the opportunity for casual access is removed. 

Password expiry – periodically changing your password has 
historically been considered a good practice. The rationale 
here being that if it was ever disclosed used without your 
knowledge then rotating it closed the ‘window of opportunity’ 
for impersonation. Current PCI guidelines actually mandate 
frequent password rotation as a requirement in card holder 
data environments.  However, more recent research from NCSC, 
NIST and Microsoft suggest that periodic password changes are 
in fact a bad thing, costing businesses time and money4. They 
may also actually reduce security for some users who may tend 
to make a predictable change to their password that might well 
be anticipated by the people impersonating them. 

This general advice seems to be reaching the PCI council and 
their forum and so in v4 of the PCI requirements (Q2 2022) 
its anticipated that this 90 day change requirement will be 
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removed. 

However, if any vulnerability or compromise is suspected then 
password resets should be enforced immediately. 

Password complexity – how often have you been bamboozled by 
the requirement for a convoluted set of credentials? Most of us 
simply revert to something which we think we can remember 
and again the NIST is insightful – “these rules provide less 
benefit than might be expected”5; “research has shown that 
composition rules do not significantly improve the security of 
selected passwords.” We would still recommend some difficulty 
to protect the casual attempt at hacking but not at the cost of 
frustrated staff negating the benefit6. Examples of simple but 
effective, memorable password setting can be found here: 
 
• https://www.makeuseof.com/tag/7-ways-to-make-up-

passwords-that-are-both-secure-memorable/ 
• https://xkcd.com/936/ 

If you wish (or are required) to implement a policy of password 
rotation, then ensure that the same level of relative complexity 
is retained.

Consider use of a Password Manager (e.g., Lastpass, KeePass, 
Keeper and many more) or Multi-Factor Authentication where 
available.

Security and Guestline
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3. Data protection

Let’s break data protection into 
two elements – Payment Card 
Information (PCI) and Personally 
Identifiable Information (PII), the 
latter being the crux of GDPR. 
There is considerable cross over 
so good practice for either will aid 
your overall security7. Coming up 
short in either case is no laughing 
matter – the authorities here have 
real teeth and a serious breach is 
potentially business-ending.  

• GDPR breach: The ICO is 
especially clear here - £17.5 
million or 4% of the total 
annual worldwide turnover in 
the preceding financial year, 
whichever is higher8 

• PCI failure - Fines can be levied 
by the card schemes and 
acquirers against business 
who are deemed to have 
not done enough to protect 
PCI data. There is a menu of 
increasing financial penalties 
and the potential for increasing 
transaction fees or even 
termination of your banking 
arrangements9 

PCI compliance 

Globally the PCI Council (made 
of Mastercard, Visa, JCB, Amex 
and industry leading security 
professionals) seek to ensure 
business owners are careful in the 
way credit cards are handled and 
processed to protect the payment 
industry. Accepting credit card 
payments therefore comes with 
conditions. 

This covers the handling of data 
such as a credit card holders name, 
the account number/credit card 
number and/or the 3 digit security 
code found on the reverse of the 
card (CVV, CV2). 

As a hotel you process credit and/
or debit card payments – you must 
therefore be PCI compliant, that 
is you adhere to the latest version 
of PCI-DSS requirement10 . This 
includes your PMS - Guestline 
Ltd is a certified Level 1 Service 
Provider for PCI-DSS and PCI 
compliance is at the heart of our 
payment processing capabilities. 

However, Guestline forms part of the payment chain – there are 
responsibilities throughout. Some will be specific to the hotel, some will 
be shared with third parties – be they PMS, gateway etc.  
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At headline level, compliance means adherence to 12 key requirements: 

Principle Requirements

Build and Maintain a Se-
cure Network

#1: Install and maintain a firewall configuration to protect 
cardholder data

#2: Do not use vendor-supplied defaults for system pass-
words and other security parameters

Protect Cardholder Data #3: Protect stored cardholder data

#4: Encrypt transmission of cardholder data across open, 
public networks

Maintain a Vulnerability 
Management Program

#5: Protect all systems against malware and regularly 
update anti-virus software or programs

#6: Develop and maintain secure systems and applica-
tions

Implement Strong Access 
Control Measures

#7: Restrict access to cardholder data by business need-
to-know

#8: Identify and authenticate access to system compo-
nents

#9: Restrict physical access to cardholder data

Regularly Monitor and Test 
Networks

#10: Track and monitor all access to network resources 
and cardholder data

#11: Regularly test security systems and processes

Maintain an Information 
Security Policy

#12: Maintain a policy that addresses information security 
for all personnel.

For the smaller property this may sound very daunting – however, your 
merchant provider is your first port of call to ensure that you are in good 
shape and typically will be able to assess if you ought to be making 
changes.

Again, let’s return to simple disciplines that you can enforce in your hotel 
operations. Protecting cardholder data is most straightforward: 

Don’t record customer card data – this includes notes fields in the 
PMS and other applications 

Never attempt to store customers CVV 

It’s not just systems – when taking a MOTO booking, don’t repeat 
the details. Unscrupulous eavesdroppers could easily perpetuate 
fraud simply by being alert at the reception desk.
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GDPR  

Personally Identifiable Information 
(PII) is data that can uniquely 
identify an individual with 
elements of their identity 
collected and retained by the hotel 
potentially used as a source of 
identity theft in the wrong hands.  

Since 25th May 2018 GDPR has 
given power back to individuals 
by forcing any 3rd party become 
transparent in how they are 
collecting, storing, and sharing 
their PII. All hotel staff should be 
aware of their responsibilities 
under GDPR, but GMs, Revenue 
Managers and Marketing 
Managers should be especially 
on the ball due to the volumes 
of PII data they deal with. You 
should also have a nominated Data 
Protection Officer in place too. 

Any data which can be used to 
identify a guest or employee (in 
full or in conjunction with other 
data) and sensitive data must 
be protected, used only for valid 
purposes and retained only for the 
time required or mandated by law.    

Guests now have to actively opt-
in to accepting marketing – that 
means no adding to a marketing 
database and campaigns by 
default.  

Guests, employees and anyone 
else whose personal data is stored 

can request that their details are 
erased or at least anonymised to 
the point where they cannot be 
recovered (this is the “right to be 
forgotten”). 

An important point to note: 
adherence to GDPR is your 
responsibility. Good software 
systems and practices are a core 
part of ensuring compliance but 
are only part of the solution. Your 
practices and staff actions are just 
as important – security and good 
practice is only as good as the 
weakest link in the chain.  
Returning to our theme of simple 
actions you should take and 
ensure are in place for all your 
staff:  

Only store PII data for as long 
as you need it 

To be sure that PII data is not 
collected and potentially left 
where it might not be caught 
up by your data retention/ 
deletion activities. Ensure 
that data in the right systems 
and the appropriate fields. 
(Adding PII or even PCI data 
in notes fields is easy to do 
and may not even be in the 
right guest’s record.) 

Set-up automated deletion 
rules

1
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4. How are Guestline products changing?

The Guestline product set 
continually evolves. It needs to 
keep pace with legislation (be 
it GDPR or PCI) and security 
patterns. Increasingly, product 
elements are getting closer and to 
support this we are also building 
out and exposing the Guestline 
platform. This harmonises features, 
streamlines user flows and 
simplifies configuration. It’s an 
ongoing piece of work and also 
has security implications.

Data protection is a key part of this 
– and following the ICO’s ‘privacy 
by design guidelines is central to 
this11. 

As a start point, we’re taking away 
the need for multiple logins and 
enabling quick switching between 
products and capabilities. You now 
have just one set of credentials 
per individual in your organisation 
- this covers all the applications 
in the Guestline platform. You 
will sign in once to the Guestline 
platform and from there you have 
access to Rezlynx, Roomlynx, 
Insights and other applications 
without having to navigate to 
separate login screens with 
different credentials. 

The Single Sign On (SSO) changes 
will be one of the first visible 
Platform components. SSO 
represents a dramatic shift from 
the legacy sign-on model. i.e., from 
a login-per-application to a model 
that instead allows you central 

control of that user account across 
all applications.  SSO users gain 
the ability to perform self-service 
password reset (assuming they 
have an email address assigned 
to their account) and for system 
administrators staff credentials 
now need only be created and/or 
disabled in one place, making the 
job of looking after user accounts 
much easier. 

We are taking a similar approach 
to our previous transition to the 
Cloud. This meant taking a whole 
new approach to security at an 
environment and resilience level. 
Access anywhere comes at a price 
- strong security and vigilance. 
That is why we rebuilt our product 
set to leverage world class 
infrastructure and the highest 
levels of security with MS Azure12. 
Similarly, we are using best-in-
class authentication capabilities 
via Auth013. 

This allows us to build out a 
stronger self-service model and 
to empower end users without 
reducing security. For example, 
you will be able to reset passwords 
yourself rather than require an 
administrator to do so.   

To embrace self-service as a 
principle and to offer increasing 
levels of security (for example, 
multi-factor authentication) will 
require changes for some hotels. 
Most significant is the use of a 
single email per individual user of 



guestline.com

Security and Guestline

the Guestline product set. (To be 
clear, this means no shared email 
addresses as they are a significant 
risk to data privacy and insecure 
data access.)

This is not an issue for the vast 
majority of applications and sites 
– however, some hotels do not 
routinely provide emails to many 
staff. We currently allow use of a 
username to access the platform 
- this links to your existing 
Rezlynx ID. This is a practical 
option but limited. We would also 
recommend that you use an email 
address unique to an individual 
and, to reiterate, never use shared 
credentials: 

• This means that you can 
identify an end user as a unique 
individual 

• You’ll have a clear audit trail 
• You’ll be in far better shape for 

any GDPR audit 
• Likewise for PCI compliance  
• You’ll be able to link your PMS 

to your Active Directory in due 
course 

• You’ll be able to adopt multi-
factor authentication in due 
course

In some scenarios there will be 
some transitional adjustments to 
be aware of whilst these changes 
take place – specifically regarding 
Rezlynx mobile access. However, 
our usage metrics tell us that these 
is very limited. Please look at our 
published FAQs for more detail.  

Guestline also has its own browser 

- the Rezlynx browser. This is not 
a pre-requisite, but some hotels 
mandate its use. If you choose 
to continue using the Rezlynx 
Browser you should be aware that 
once you have moved to SSO, 
security constraints you may have 
relied on that restricted access to 
the PMS only from the Rezlynx 
Browser are now ignored.  

User management is a core part 
of the platform and includes IP 
tracking. We would recommend 
that you use the audit capabilities 
if you have any individual staff 
concerns. In accordance with 
GDPR recommendations we 
encourage you to implement 
internal policies with your staff 
to ensure responsible behaviour 
and avoid misuse of private 
information. 

Note that staff can change their 
password, but the strength will 
be more of an issue than some 
historical patterns – so, we will 
not be restricting new passwords 
based on previous history or 
setting any auto-expiry rules as 
part of these changes. This is in 
accordance with the NIST best 
practice recommendations cited 
above14 – we understand that 
PCI v4 will also remove this as a 
recommendation. (In the interim, 
you may wish to continue with 
a scheduled reminder for your 
staff to change their passwords, 
especially if this is an existing 
policy for your business.)   

When invited to do so you should 

https://support.guestline.com/hc/en-gb/articles/360021567639-SSO-FAQs
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set up your Platform access 
using SSO. This will be needed to 
gain access to new capabilities 
currently being developed. It will 
unlock access to: 

• Insights15 (The Guestline next 
generation reporting and 

analytics product) [available 
today] 

• The new Distribution 
Monitoring function16 [available 
today] 

• New future developments to be 
announced

5. Glossary

Terms Description

3DSv2 3D Secure 2. The latest protocol required for handling of ECOM transactions 
under PSD2. 

CVV Card Verification Value – the 3-digit number found on a credit/ debit card 
(Visa/ Mastercard); 4 digit for American Express. Used to verify that a not 
present purchaser is in possession of the card. 

eCOM Ecommerce transaction. This is a Customer Present Transaction where the 
Card Holder is entering their card details. Typically, this would go through a 
3D Secure (3DSv2) flow. This is the type of transaction performed by Guest-
line’s DBM, PayLink and GuestStay products. 

GDPR General Data Protection Regulation17 

Headless 
MOTO 

The term used to describe transactions performed by Roomlynx. Cards are 
received from 3rd party OTAs and the system will send them to Pay v2 for 
processing. There is no UI involved in the processing, hence the term ‘Head-
less’. 

ICO • Information Commissioners Office18 
• See also BIDI (Bundesbeauftragte für Datenschutz und Informations-

freiheit) for German equivalent 
• See also Autoriteit Persoonsgegevens for Dutch equivalent 

MOTO Mail Order or Telephone Order Transaction. This is a Customer Not Present 
Transaction. This is the type of transaction performed in Rezlynx when a 
customer is on the phone and also performed by Roomlynx when tokenis-
ing cards sent by a 3rd party.

PCI Payment Card Industry Data Security Standard – security standard for all 
businesses accepting, processing, storing or transmitting card information19 

PII Personally Indentifiable Information – data which would allow a 3rd party to 
identify another person20.

POS Point of Sale

PSD2 Payment Services Directive 2. European Legislation establishing the legal 
requirements for the handling of transactions in Europe.
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6. Additional Guestline reading material

• Guestline Information Security:  If you have any additional queries 
then please contact the Guestline Support team

• Rezlynx features and GDPR:  https://documentcloud.adobe.
com/link/track?uri=urn:aaid:scds:US:dd97a31a-ce46-4b19-a0c8-
ad88aa303b86#pageNum=1  

• GDPR - Data protection by design and default https://ico.org.uk/for-
organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/accountability-and-governance/data-
protection-by-design-and-default/
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